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Abstract
Fraud constitutes a significant and pervasive risk within the broader landscape of cybercrime, driven by the rapid evolution of
digital technologies. The work of an external auditor in evaluating fraud risks is frequently being judged. This is especially true
when many legal actions are taken against auditors who fail to discover financial account manipulations, misstatements, mis-
conducts, and standard non-conformance. Failure to discover these issues led to massive financial losses to corporations, as
happened to Satyam Computers Limited. Numerous studies have investigated the factors influencing auditors’ efficiency in
their work, but studies on the digital technology capability of auditors focusing on Malaysian auditors have been very much
neglected. With the function of technology as the enabler of business operations nowadays, the ability to use technology is
crucial regardless of profession. Hence, there is a need to assess whether digital technology capability could strengthen the
relationship between external auditors’ efficiency and competence in assessing fraud risks. To prove this relationship, 455
questionnaires were distributed to members registered under the Malaysian Institute of Accountants working as external
auditors. Based on the analysis of 150 responses through PLS-SEM, this study confirmed that external auditors’ effectiveness
is enhanced if they are skillful in using audit software to plan and manage audit processes, organize and distribute audit infor-
mation, analyze audit data, and run audit quality programs. With proficiency in utilizing digital technology, an external auditor
tends to outperform others who are not in terms of fraud risk assessment. Therefore, it can be deduced that digital technol-
ogy skills are vital to auditors. The skills should be acquired at higher learning institutions and further developed at audit firms
to ensure the relevance and sustainability of the audit profession in the era of digitalization.
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Introduction

Cybercrime is the top two technological concerns for
businesses (Islam et al., 2018; European Confederation
of Institutes of Internal Auditing [ECIIA], 2023) It is
expected to be one of the top three risks for the busi-
nesses in 2024 and could become the biggest risk in 2034
(Protiviti, 2023). Specifically, in Sweden, eight out of 10
businesses reported at least one hack in 2020
(PricewaterhouseCoopers [PwC], 2020). Throughout
2021, ransomware gangs launched aggressive attacks on
critical infrastructure, healthcare facilities, educational
institutions, and supply lines (Newman, 2021). In

Malaysia, cybercrime (16%) ranks as one of the top four
disruptive or significant fraud incidents faced by
Malaysian organizations in the previous 2 years (PwC,
2020). In particular, Bank Negara Governor Tan Sri
Nor Shamsiah Mohd Yunus highlighted in her keynote
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address at the International Conference on Financial
Crime and Terrorism Financing (IFCTF) 2022 that over
20,000 cybercrimes were reported in 2021 alone, resulting
in losses of RM560million (Business Today, 2022).

The growing concern revolves around how effective
auditors are at uncovering financial statement fraud.
Cybercrimes enable financial statement fraud by allow-
ing unauthorized access to financial systems, leading to
data manipulation, concealed losses, or inflated revenues.
Companies may also misuse digital tools to falsify finan-
cial data (Kasztelnik & Jermakowicz, 2024). Auditors
often struggle to detect these frauds due to inadequate
cybersecurity measures and sophisticated concealment
tactics. Therefore, the proficiency of external auditors in
digital technology is a crucial factor in determining their
capability to effectively perform their role as impartial
evaluators and overseers of an organization’s financial
information security and integrity (Steinbart et al., 2013).

According to the 2020 PwC Global Economic Crime
and Fraud Survey, there has been a notable rise in corpo-
rate fraud cases among respondents, increasing from
28% in 2016 to 43% in 2020. In their review, Awalluddin
et al. (2022) reported that the impact of corporate fraud
was unfavorable to corporations, including negative
return, decline in reputation, high employee turnover,
disengagement in corporate social responsibility,
increased cost of capital and investment, and low market
valuation. Malaysia also reported cases of corporate
fraud. Nia et al. (2022) found that financially distressed
firms in Malaysia are involved in sales manipulation and
real activities manipulation. According to Cybersecurity
Malaysia, the rate of cyber-related fraud incidents since
2019 has consistently been above 50%.

The rate of corporate fraud in Malaysia has persis-
tently soared to alarming heights, triggering a spectrum
of repercussions for businesses. According to the
Association of Certified Fraud Examination, there were
25 fraud cases in Malaysia—the third highest in the Asia-
Pacific region—with a USD 12,100 median loss in 2022.
In addition, firms involved with accounting fraud would
compromise future cash flow position (Nia et al., 2022).

However, the Association of Certified Fraud
Examination (2022) further reported that compared to
tips (58%), occupational fraud detection by internal audit
was only 11%, and external audit by 2%. These findings
lead to a strong skepticism towards external audits’ abil-
ity to effectively carry out their function given the signifi-
cant number of fraudulent activities and scandals that
escape detection (Graham, 2019). Failure to detect red
flags is indicated as a major reason for undetected frauds
before they became big, published scandals.

Auditors need additional skills or capabilities to com-
plement their auditing competency to improve their
auditing assessment. One of the additional skills relevant

nowadays is digital technology. With massive amounts
of data available, auditors require data analytics skills to
analyze those data in addition to the traditional auditing
process (De Santis & D’Onza, 2021). PwC (2022) dis-
cusses how automation makes auditing tasks and pro-
cesses more efficient and transparent; auditors need
relevant skills to perform the automation system. A big
gap exists in studies related to information technology
capabilities among external auditors, especially in han-
dling big databases and fraud detection. Occasionally,
individuals engaged in fraudulent activities conceal their
misdeeds within the extensive data records of a company
especially when the control system is weak (Gonzalez &
Hoffman, 2018). This concealment creates significant
challenges for auditors in identifying the fraud in its
early stages, potentially leading to a major crisis that
tarnishes the company’s reputation. As an illustration, a
notable fraud incident was reported at Punjab National
Bank (Dey, 2018). The auditors’ digital technology capa-
bility enabled them to detect that 30% of Go-jek orders
and 5% of Grab orders were fraudulent (Ellis, 2019).
This is because the recent fast digital technology trans-
formation has reached the audit profession, mainly due
to the rapid increase in the volume of data, changes in
business models and the shift towards digital technology.
Thus, signaling a demand for auditors to be more proac-
tive and adopt a forward-looking approach to auditing
in handling big databases.

High-profile auditing scandals in Malaysia include the
Transmile Group (2005 audited financial statement was
subjected to reissue), NasionCom Holdings (missed the
deadline for the submission of audited financial state-
ments in 2005 and 2006), and Megan Media Holdings
and Ho Hup Construction (special audit needs to be con-
ducted due to auditors’ inability to ascertain the ‘‘true
and fair view’’ (Paino, 2012). These corporate frauds have
severely damaged the reputation of auditors. In more
recent instances, Port Klang Free Zone (PKFZ) and
1MDB (failed to submit the audited financial statement
for two consecutive years and failed to issue an ‘‘empha-
size of matters’’ and qualified audited financial statement)
have continued to lose the public trust (Abd Razak et al.,
2015; Jones, 2020). Numerous comprehensive studies
have been undertaken to scrutinize elements influencing
the proficiency of external auditors when evaluating the
risk of fraud (Knapp & Knapp, 2001; Mansour et al.,
2020; Payne & Ramsay, 2005; Popoola et al., 2014).
Nonetheless, research is scarce in the Malaysian context
despite the high incidence of reported fraud cases.

External auditors are characterized as independent
auditing experts with no affiliations to any corporate
entity, whose principal responsibility entails verifying
business accounts’ accuracy and assessing the financial
status of the organizations (Lee et al., 2008). Historically,
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particularly during the 19th century, the primary focus
of external audits was identifying instances of fraud, as
documented by Alleyne and Howard (2005). Over time,
the emphasis has shifted towards providing adequate
assurance that financial statements contain an insignifi-
cant number of misstatements.

The International Auditing and Assurance Standards
Board (IAASB, 2013) in ISA 240 stipulated that ‘‘An
auditor conducting an audit in accordance with ISA is
responsible for obtaining reasonable assurance that the
financial statements are free from material misstatement,
whether caused by fraud or error.’’ Financial statement
fraud, although less prevalent, yields the most substan-
tial losses in comparison to other forms of fraud, such as
asset misappropriation and corruption, as reported by
the Association of Certified Fraud Examination (2020).
Within the purview of external auditors, as outlined in
this definition, lies the responsibility for discerning and
evaluating the potential for significant inaccuracies in
financial statements due to fraudulent activities
(DeZoort & Harrison, 2018). This entails the meticulous
documentation and expert presentation of pertinent
audit evidence linked to the assessed fraud risk, along
with the imperative need to respond adequately and
comprehensively to any identified instances of fraud
throughout the audit process (IAASB, 2013)

Prior research has asserted the pivotal significance of
auditors’ competencies in detecting fraud (Knapp &
Knapp, 2001; Mui, 2018). The effectiveness and expertise
of auditors are shaped by an array of factors, extending
from individual personality traits to a wide spectrum of
core competencies and accumulated experience (Gullkvist
& Jokipii, 2015). Emerson and Yang (2012), in their
study, posited that auditors’ personality traits should be
regarded as paramount qualities underpinning their effec-
tiveness in assessing the risk of fraud. Clements (2020)
corroborated the hypothesis by asserting that personality
traits are the foundation upon which the advancement of
a fraud inquiry relies and frequently dictates the results
of such cases. The statement’s signification is substan-
tiated by the observation that auditors exhibiting specific
personality traits typically exhibit greater effectiveness
compared to their counterparts lacking these particular
traits. Clements (2020) stated that amongst auditors, it
had been determined that low neuroticism, greater open-
ness, and higher levels of conscientiousness were deemed
personality traits of fraud investigators with more experi-
ence. Information about the traits’ dimensionality and
their relationship to auditing outcomes are essential for
the assessment of the personality traits’ structural impact,
such as the conscientiousness and auditors’ early fraud
detection abilities.

IAASB (2013) stated that throughout the auditing
process, auditors must evaluate the possibility of risks of

material misstatements due to fraud in financial state-
ments. In addition, external auditors are expected to have
skills and knowledge of information systems similar to
internal auditors. Businesses in the digital era are primar-
ily maintained by information technologies that accom-
modate databases of different sizes according to their
respective industry (Vona, 2017). A study by Al-Ateeq
et al. (2022) found that big data analytics moderate the
relationship between audit quality and perceived useful-
ness. Consequently, auditors need to become knowledge-
able about advanced digital technologies. Conducting
conventional audits is no longer possible for external
auditors due to the widespread adoption of digital tech-
nology across all lines of business (Al-Ansi et al., 2013).

Literature Review and Development of
Hypotheses

Competency and Effectiveness of Fraud Risk
Assessment

Auditor competence is demonstrated by personal attri-
butes, skills and knowledge application ability, experi-
ence, continued development, and assessment. Gibbin
and Larocque, as cited in Sulanjana and Puspitasari
(2018), demonstrated that trust, communication, and the
ability to work together are important elements of audit
competence. The assessment of auditors may include
reviewing records, gathering feedback, or observing
audits. Although previous research has shown that audi-
tor competency was positively correlated with perfor-
mance, a few research studies have studied its impact on
the effectiveness of fraud risk assessment. In order to
keep up with the increasing sophistication and complex-
ity of global business, auditors must possess strong ana-
lytical skills, experience, and knowledge to perform
auditing tasks proficiently and effectively (Bonner &
Lewi, 1990). A study by Mui (2018) indicated that audi-
tors must have the necessary knowledge and expertise to
assess fraud risk effectively. Auditors with higher compe-
tency levels are more likely to adhere to professional
standards and conduct thorough audits, which help to
prevent material misstatements in financial reporting.

Auditors with high levels of competency and person-
ality traits tend to give accurate assessments of fraud risk
based on the evidence collected, leading to increased
detection and prevention of fraud. Another study by
Knapp and Knapp (2001) found that auditors with more
knowledge of audit assignments were better at selecting
and weighing analytical procedures. They also found
that experienced auditors were also more likely to iden-
tify unusual items in financial statements. Suraida (2005)
found that auditor experience, competence, and profes-
sional ethics were the fundamental aspects of effective
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auditing. Meanwhile, auditor capability was measured
by these three factors in another study (Kusumawati &
Syamsuddin, 2018). In conclusion, previous studies sug-
gest that auditor competency is positively correlated with
their effectiveness in fraud risk assessment. Thus, the
first hypothesis is proposed:

H1: Auditor competency is positively associated with
the effectiveness of fraud risk assessment.

Digital Technology Capability and Effectiveness of
Fraud Risk Assessment

Some researchers defined digital technology capability as
the set of IT skills and other supporting soft skills
(Bahador & Haider, 2013) or as the set of IT knowledge
someone possesses to exhibit IT leadership in a business
(Bassellier et al., 2001). It could also refer to the employ-
ee’s perceived degree of familiarity with using an operat-
ing system, office software and hardware (Peng, 2015) or
a combination of three important components, namely IT
knowledge, IT operation, and IT objects (Tippins & Sohi,
2003), or competency to support the effective use and
management of IT (Croteau & Raymond, 2004) or
demonstration of using tax planning software, a spread-
sheet, or a database for a specific task (Carnaghan, 2004).
This study adapts Carnaghan’s definition; it defines digital
capability as what would be demonstrated by auditors in
their activities to support their jobs. The definition con-
forms with the competency definition by Hannon et al.
(2000). It is defined as someone’s ability to exploit or use
skills and knowledge in a work activity that can be
assessed through performance (Hannon et al., 2000).

In everyday professional practice, the inability to
uncover fraud could be attributed to a deficiency in han-
dling massive data. Fraudsters occasionally conceal their
illicit actions within a massive database of a company;
hence, auditors need help detecting them before the
actions escalate into major scandals that tarnish the com-
pany’s reputation; a case in point is Satyam Computer
Limited (Lal Bhasin, 2013).

Thus, the capability of digital technology is critical to
auditors to find and evaluate evidence to manage fraud
activities. With the widespread adoption of information
technology across various industries and traditional
records being digitized (Al-Ansi et al., 2013; Héroux &
Fortin, 2013), auditors need to adapt and refine their
skills accordingly (Mui, 2018).

There has been scarce research investigating how
external auditors’ competency and information technol-
ogy capability affect their fraud risk assessment ability.
In 2015, Mohammadyari and Singh found evidence of
digital literacy’s significant impact on accountants’ per-
formance in New Zealand. Similarly, other studies

outside of accounting professions also revealed a signifi-
cant impact of digital capability on performance. For
example, Duan et al. (2023) found that digital technol-
ogy usage enhanced the job performance of employees
across industries in Australia. Allam and Alharbi (2022)
discovered that employees with knowledge of using elec-
tronic systems increased their job functions, while
Oyovwe-Tinuoye et al. (2021) noted that librarians with
ICT capabilities such as system management and web
application and tools delivered better services, library
efficiency, and job performance. Mohd Khalid et al.
(2019) revealed that workers with high digital literacy in
technology, organizational, and environmental contexts
also had a high individual performance. Hence, the pro-
posed second hypothesis is as follows:

H2: Digital technology capability is positively associ-
ated with the effectiveness of fraud risk assessment.

Moderating Effect of Digital Technology Capability on
the Relationship Between Competency and Effectiveness
of Fraud Risk Assessment

Auditors’ competency alone may not guarantee optimum
effectiveness in fraud assessment without deep integra-
tion of skills in digital technology. Fraudulent activities
in the digital era are becoming more sophisticated and
harder to detect. The ubiquitous use of automated finan-
cial reporting systems and the massive volume of transac-
tions are significantly affecting the accounting landscape.
Thus, auditors are facing difficulties in constructing and
executing effective fraud detection tests, particularly in
regard to establishing the nature, timing, and scope of
such tests. Fraudsters can hide their activity in databases,
which can be difficult to uncover without strong skills in
digital technology (Vona, 2017). According to the
Malaysian Institute of Accountants (MIA) Competency
Framework, auditors with advanced digital technology
proficiency and other competencies such as professional
expertise, interpersonal skills, communication skills, and
organizational skills are more effective at identifying and
evaluating fraud risk.

Even outside the accounting profession field, studies
have shown that interaction with digital skills could
enhance employees’ performance. For example, Demir
et al. (2022) discovered that having digital skills can
enhance job crafting, proactive behavior, and task per-
formance in relation to education and training. In an
experimental study conducted by Valera-Quispe (2021),
the group trained with digital competencies performed
better than the group without the said training. Santoso
et al. (2019) also noted that among managers of telecom-
munication companies in Indonesia, digital literacy
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significantly moderated the relationship between innova-
tive behavior and work performance.

On the other hand, Cañada and Osorno (2022)
asserted that ICT skills do not moderate the relationship
between competency and performance, which contradicts
previous findings. Nevertheless, the general direction
indicates that digital technology capability could moder-
ate the influence of competency and job performance.
Following the preceding findings, the third proposed
hypothesis is as follows:

H3: The positive relationship between competency
and the effectiveness of fraud risk assessment will be
stronger when digital technology capability is high.

Figure 1 show the proposed framework for this study
based on the described literature review and hypothesis
development.

Methodology

A total of 455 questionnaires were administered online
to registered Members of the Malaysian Institute of
Accountants (MIA) who are auditors working at audit
firms, primarily in the state of Selangor, and designated
as the target respondents. The basis for the selection of
MIA members as target populations is that auditors are
deemed the main line of defense to provide a level of
confidence in financial statements that are devoid of sig-
nificant errors or fraudulent activities (IAASB, 2013).
According to information available on the MIA’s official
website, the institute has 33,315 registered members, with
13,714 of them located in the state of Selangor

Measurement of Variables

The assessment of fraud detection effectiveness involves
auditors being tasked with aligning six specific events or
transactions with six corresponding potential risk types
that may arise for each event or transaction. This assess-
ment tool was modified and adapted from Mohd Razali
(2019); it is considered highly suitable for gauging the

effectiveness of fraud risk assessment. Respondents were
able to pinpoint potential risks of fraud during the pro-
cess of auditing. Table 1 presents six probable risks along
with the corresponding associated events.

Respondents were tasked with identifying the poten-
tial specific risk that could arise for every event or trans-
action listed in Table 1 and then matching it with the
corresponding risk labelled by a specific alphabet in
Table 2.

Competency (Knowledge and Experience)

Auditors need to have the requisite expertise and knowl-
edge to identify fraudulent activities. Siriwardane et al.
(2014) emphasized the significance of auditor compe-
tency, emphasizing the auditors’ capacity to consistently
apply their knowledge and experience to all tasks of
auditing to achieve the overarching auditing objectives.
The assessment of competence can be reflected in multi-
ple dimensions, encompassing professional experience,
educational background, qualifications, organizational
hierarchy, and the frequency of deploying fraud detec-
tion techniques in the context of fraud investigations.

Respondents expressed their disagreement and agree-
ment levels with the statements using a seven-point
Likert scale; ‘‘1= strongly disagree’’ to ‘‘7=strongly
agree.’’ This rating is intended to gauge the extent to
which these statements align with their own perceived
competencies in the field of auditing. The questionnaire
items for each dimension draw inspiration from
‘‘Personality Traits Common to Fraud Investigators’’ as
outlined by Clements (2020). These questions assist in
the holistic assessment of individuals’ competence, con-
sistent with their unique personality traits. IT compe-
tency refers to what would be demonstrated by external
auditors in their daily activities, such as the ability to use
various software and IT to perform the duties of their
jobs effectively (Carnaghan, 2004).

In this study, IT competency is measured by the self-
assessed of the external auditors’ competencies (skills,

Figure 1. Theoretical framework.

Table 1. Items for Fraud Risk Assessment.

Risk Risk

A Expenses and accounts payable are deliberately
misrepresented at lower values.

B Vendor payments are duplicated or made to vendors not
authorized for payment.

C Absence of a clear payment trail.
D Invented suppliers or fictitious invoices included in the

trade creditor’s master records.
E Delaying in identifying fraudulent accounting entry

manipulations.
F Conflict of interest.

Mohd Razali et al. 5



knowledge, and behavior) in using information technol-
ogy to support their daily activities. The prerequisite
knowledge of software has to be acquired to be skillful
at operating the software. The decision to modify the
measurement scale was reached following deliberations
with five experts, each possessing over 15 years of sea-
soned experience in professional internal auditing. The
discussions were carried out by elaborating in detail the
indicators used by Cangemi (2015). The objectives of the
expert discussions are to gain insight from internal audit
practitioners on the most critical software in internal
auditing practices and to assess the relevance of the indi-
cators used by Cangemi (2015).

Digital Technology Capability

Digital technology capability encompasses the compe-
tence to assess an organization’s comprehensive IT con-
trols and environment, proficiency in devising plans for
the evaluation of accounting and reporting systems,
adeptness in scrutinizing systems of reporting and
accounting, and the skill to effectively communicate
assessment findings and ensuring follow-up actions
(IAESB, 2007).

This questionnaire section aligns the dimensions with
the specific working context of external auditors and the
definitions employed in this study. Consequently, these
dimensions encapsulate the ability to assess overall IT
control and the operational environment proficiently,
the competence to strategize audits integrating IT, the
capability to execute audits leveraging IT, and the skills
to communicate results and engage in follow-up activi-
ties using IT effectively. Respondents were requested to
express their level of capability by selecting a number on
a seven-point Likert scale, ranging from ‘‘1=not capa-
ble at all’’ to ‘‘7=strongly capable.’’ Contents for this
part of the questionnaire were adapted from Cangemi’s
(2015)‘‘Global Internal Audit Common Body of
Knowledge.’’

� Using flowchart or process mapping software to
understand business processes.

� Using risk assessment software to determine the
focus of the audit.

� Using software to streamline internal audit plan-
ning or scheduling.

� Using software to automate organizing informa-
tion collected during the audit process.

� Using software for data mining.
� Using software for data analytics.
� Using a CAAT (Computer-Assisted Audit

Techniques).
� Using Continuous/real-time auditing software.
� Executing the audit plan using electronic working

paper.
� Using software to monitor/trace follow-up on

audit recommendations.
� Using software to run internal audit quality

program.

Findings

Out of 455 questionnaires distributed via email,
WhatsApp, and Telegram, 150 responses (32.96%) were
received on SurveyMonkey. The majority of respondents
were female (66.7%), and the highest percentage (70.7%)
fell into the 21 to 30 age group. The educational back-
ground indicated that 76% held a bachelor’s degree,
14% possessed various qualifications, such as A Level or
professional certificates, while diploma holders consti-
tuted 10% of the respondents. The respondents were
mostly in the positions of senior or audit associate (44%
each), while manager and audit junior roles were less
common (3.3% each). A few were partners (2.7%), and
a small group had other roles (2.6%). In terms of experi-
ence, 34.7% had less than 10 years, 5.3% had 11 to
20 years, and 2% had over 21 years. Certification-wise,
58.7% had certificates other than ACCA and CPA,

Table 2. Fraud Risk-Related Transactions/Events.

Transaction/event Risk

Lack of duties segregation within the payment process. One individual is responsible for adding new vendors to the
accounts payable system, issuing checks or making electronic payments, and reconciling the accounts payable bank
account.

D

Delaying payables and related expenses’ records to the period following the year-end when they should be recorded when
they are incurred.

A

Lack of thorough investigation into the persistent issue of transaction discrepancies. E
No invoices were issued for payments made to authorized vendors. C
No invoices were issued for payment made to authorized vendors. F
Failure to inspect cancelled checks to ensure payees are correct when reconciling bank accounts. Despite the bank

statement amount reconciliation with the general ledger, verification of whether the name of the payee on the cleared
check matches the name of the vendor in the general ledger was not carried out.

B
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20.7% had ACCA, 12.7% had no certification, and 8%
held a CPA certificate. For the monthly income, 34%
earned less than RM5,000, 18% earned RM5,000 to
RM10,000, and 1.3% earned RM10,000 to RM15,000.

In terms of how often they employ fraud detection
techniques, the data analysis shows that 15.3% of
respondents (23) rarely use these techniques, 16.7% (25)
use them occasionally, 16% (24) use them frequently,
and 10.7% (16) use them in the majority of their tasks.

The SmartPLS 3.3.9 version was employed (Ringle
et al., 2015) for partial least squares (PLS) modelling to
assess both the measurement and structural models. PLS
modelling was chosen because it is not dependent on the
assumption of normality, which is particularly suitable
for survey research data that are typically not normally
distributed (Chin et al., 2003). Following Anderson and
Gerbing’s (1988) two-step approach, we initially exam-
ined the model of measurement to evaluate the instru-
ments’ reliability and validity, adhering to the guidelines
outlined by Hair et al. (2019) and Veerankutty et al.
(2018). Subsequently, we proceeded to analyze the struc-
tural model to assess each hypothesis proposed.

Measurement Model

The model of measurement comprises the evaluation of
the composite reliability (CR), the loadings, and the

average variance extracted (AVE). It is recommended
that loadings be ø 0.5, AVE ø 0.5, and CR ø 0.7.
Table 3 depicts that all values of AVE exceed 0.5, and all
values of CR surpass 0.7. The loadings, while generally
acceptable, included a few that were slightly below 0.708
and deemed adequate, according to Hair et al. (2019). In
conclusion, the constructs fulfil the criteria for conver-
gent validity and reliability.

In the second step, following the suggestion by
Henseler et al. (2015) and later updated by Franke and
Sarstedt (2019), the HTMT criterion was used to evalu-
ate the discriminant validity. Under a stricter criterion,
values of HTMT should not exceed 0.85 or 0.90 under
the more lenient criterion.

As indicated in Table 4, all values of HTMT are
below the stricter threshold of 0.85. This suggests that
respondents recognized the distinctiveness of the three

Table 3. Measurement Model.

Variable Items Loadings AVE CR

Competency C1 0.812 0.561 0.933
C10 0.700
C11 0.849
C2 0.784
C3 0.767
C4 0.678
C5 0.796
C6 0.681
C7 0.732
C8 0.561
C9 0.830

Digital skill IT1 0.682 0.500 0.900
IT10 0.730
IT11 0.564
IT2 0.797
IT3 0.512
IT4 0.550
IT5 0.697
IT6 0.696
IT7 0.804
IT8 0.771
IT9 0.543

Effective fraud risk assessment EFRA SIM NA NA

Note. SIM = single item measure; NA = not applicable.

Table 4. Heterotrait-Monotrait (HTMT) Discriminant Validity
Assessment

Construct 1 2 3

1. Competency
2. Digital technology skill 0.730
3. Effectiveness of fraud

risk assessment
0.351 0.340
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constructs. In summary, the results of both validity tests
demonstrate the measurement items’ reliability and
validity.

Structural Model

Based on Hair et al. (2019), we presented the structural
model’s standard errors, path coefficients, p-values, and
t-values through a resampling bootstrapping procedure
consisting of 5,000 samples (Veerankutty et al., 2018).
Furthermore, addressing the critique by Hahn and Ang
(2017) regarding the limitations of relying solely on p-
values for hypothesis significance testing, we adopted a
comprehensive approach involving multiple criteria,
including p-values, effect sizes, and confidence intervals,
to evaluate all hypotheses. A summary of these criteria is
presented in Table 5.

To begin, we appraised the two predictors’ impact on
EFRA. The R2 value of .147 indicates that both predic-
tors collectively explain 14.7% of the variance in EFRA.
Notably, Competency (b=.181, p\ .05) and Digital
Technology Skill (b=.250, p\ .01) exhibited positive
associations with EFRA, thereby H1 and H2 are
supported.

To test the moderation of H3, the interaction between
Competency and Digital Technology Capability (see
Figure 2) was tested using a bootstrapping procedure. As
depicted in Table 6, the interaction between Competency
and Digital Technology Capability is significant (t-
value=20.154), which confirms H3.

Following Dawson’s (2014) recommendation, we cre-
ated an interaction plot displayed in Figure 3 to investi-
gate the notable interaction further.

In Figure 3, it is evident that the line labelled ‘‘Low
Digital Technology Skill’’ has a steeper slope compared
to the ‘‘High Digital Technology Skill’’ line, signifying
that the positive association between Competency and
the Effectiveness of Fraud Risk Assessment is notably
stronger when

Digital Technology skill is high. Hence, our hypoth-
esis finds support through the significant t-value. This
empirical finding underscores the significance of posses-
sing advanced digital technology skills in augmenting
auditor competency for conducting more effective fraud
risk assessments.

Discussion and Conclusion

Criticism toward external auditors for their inability to
detect fraud is rising. The trend suggests flaws in their
ability to assess the risks of fraudulent acts. As an inde-
pendent entity that greatly relies on various stakeholders,
such as shareholders, creditors, and the public, external

Table 5. Hypothesis Testing Direct Effects.

Hypothesis Relationship Std beta SE t-Values p-Values BCI LL BCI UL f2 VIF

H1 Competency! EFRA .181 0.095 1.898 \.05 0.023 0.336 .020 1.955
H2 Digital technology skill! EFRA .250 0.081 3.103 \.01 0.095 0.362 .038 1.955

Note. A 95% confidence interval with a bootstrapping of 5,000 is applied.

Figure 2. Structural model (moderation).

Table 6. Hypothesis Testing Indirect Effects.

Hypothesis Relationship Std beta SE t-Value p-Value BCI LL BCI UL

H3 Competency 3 Digital technology skill! EFRA 2.154 0.075 2.057* \.05 20.273 20.031

Note. The asterisk (*) indicates statistically significant interaction at the 0.05 level between competency and digital technology skill in predicting the

effectiveness of fraud risk assessment (EFRA).
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auditors must have a strong ability to evaluate the pres-
ence of fraud risk. This ability helps to deliver indepen-
dent assurance of financial statements that are clean
from significant misstatements.

According to the social cognitive theory (Bandura,
1991), human judgment is influenced by both individual
and environmental factors. This means that the ability of
external auditors to evaluate the risks of fraudulent acts
may be affected by their knowledge, skills, experience,
and the environment in which they work. This paper
examines how two individual factors, namely compe-
tency and digital technology skills, affect the fraud risk
assessment performance of external auditors. Given the
rapid transformation of digital technology, auditors
must take a proactive and forward-looking approach to
auditing large databases. Traditional approaches are no
longer effective in red flag detection due to the sheer vol-
ume of data involved in modern business transactions.
This paper presents evidence of the significance of com-
petencies in enhancing external auditors’ ability to assess
fraud risk. Experienced auditors demonstrated a greater
ability to detect unusual items in financial reports,
thereby improving their overall ability to assess fraud
risk. The results corroborated earlier studies by Knapp
and Knapp (2001), Suraida (2005), and Kusumawati and
Syamsuddin (2018). The competencies would help audi-
tors to evaluate the risk of fraud better and adhere to rel-
evant standards. They would also be able to associate
the material misstatement risks with certain audit
procedures.

In addition, research has shown that external auditors
who possess digital technology skills are better at asses-
sing fraud risk. These skills include the ability to evaluate
overall IT control and environment, prepare audit plans
using IT, execute audits using IT and communicate and
follow up on audit results using IT. This is consistent
with previous studies by Bahador and Haider (2013),

Bassellier et al. (2001), Peng (2015), and Croteau and
Raymond (2004), which have found that the use of digi-
tal technology, such as tax planning software, a spread-
sheet or databases can improve individual performance
in specific tasks. In the context of external auditors, the
ability to use AI and auditing software increases the like-
lihood of red flag detection that triggers further
investigation.

Furthermore, this study’s findings also suggest a
stronger positive relationship between auditor compe-
tency and fraud risk assessment when the auditor also
has digital technology skills. Auditors who are skilled in
digital technology are more likely to make accurate fraud
risk assessments as these skills enhance their competency.
Practically, this empirical evidence implies that there is
an urgent call for the profession to start an initiative for
external auditors to upskill and reskill to enable them to
have better skills in fraud risk assessment. Digital tech-
nology skills are vital skill sets that an auditor must
acquire to increase their competency level. Fostering the
importance of digital technology skills should be initiated
at higher learning institutions to get future auditors
ready to meet the needs of the industry. This finding was
confirmed by Demir et al. (2022), Valera-Quispe (2021),
and Santoso et al. (2019), who found that digital compe-
tencies strengthen the effect of qualification on job craft-
ing, proactive behavior, and task performance.

Practically, this study findings highlight crucial needs
for MIA, as the body governing the external audit pro-
fession, to provide support in terms of training related to
digital technology skills to ensure that the audit profes-
sion remains relevant and sustained in the era of
digitalization.
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